
Report Title:  Risk and Opportunity Management Framework

Cabinet Portfolio Finance and Governance

Cabinet Member Councillor Martin Bond

Exempt Report No

Reason for Exemption N/A

Key Decision No

Public Notice issued N/A

Wards Affected All

Report of

Cath Fogarty          

Executive Director of Corporate Services

cathfogarty@sthelens.gov.uk

01744 673201

Contact Officer

Jan Bakewell 

Director of Legal and Governance   

janbakewell@sthelens.gov.uk   

01744 673209  

Audit & Governance Committee
17 March 2021



Borough 
priorities
 

Ensure children and young people have a positive start in life

Promote good health, independence, and care across our communities

Create safe and strong communities for our residents

Support a strong, diverse, and well-connected local economy

Create a green, thriving, and vibrant place to be proud of

Be a modern, efficient, and effective Council X

1. Summary

1.1 To outline the new draft Risk and Opportunity Management Policy and Strategy and the 
proposed approach to risk governance going forward.  

1.2 It is generally considered that the Council requires a more embedded and effective approach 
to risk and opportunity management. The purpose of the new framework therefore is to create 
a new policy and risk process that facilitates meaningful risk management that also 
encourages service managers to have the confidence to embark on appropriate opportunities 
to further the Council’s objectives.

2. What Required Change

2.1 A review of the existing risk management arrangements highlighted a number of areas that 
needed to be addressed and these have been considered when drafting the new framework.  
The new framework will aim to ensure:

 Increased consistency when profiling risks and defining existing and planned controls.
 A review of the scoring of all strategic and directorate risks.
 Narrative and information on controls and progress to manage risks is up to date and 

complete.
 All mitigation measures are up to date and meaningful in terms of the impact they have on 

mitigating the risk.
 Detail on risks and registers are easily accessible on a system that can facilitate 

meaningful and timely reporting.

3. Proposed Next Steps 

3.1 A draft Risk Management and Opportunity Management Policy and Strategy document has 
been prepared. The document has been adjusted to reflect feedback received to date.  The 
current version is attached at Appendix A.

3.2 Once the Policy and Strategy have been approved, it will be communicated across the Council. 
Whilst it is the responsibility of risk owners to manage their risks, the Audit & Risk team will 
facilitate the process.  The objective is to have a process that becomes embedded in the 
Council’s governance and helps risk owners understand where further action is required to 



manage their risks and provides meaningful reporting and assurance to ELT and the Audit and 
Governance Committee.

3.3 The Council currently has profiled 12 strategic risks which will continue to require periodic 
review, update and reporting whilst the new process is being embedded.  The remaining risks 
on the former database and in the service plans are being reviewed with the relevant risk 
owners to confirm which remain relevant and should be rolled forward on to the new 
directorate risk registers.  This process has been ongoing via a series of risk workshops during 
February and March 2021. 

3.4 Risk workshops are being held with directorates as a means of reviewing the existing risks and 
including additional ones where applicable.  The workshops include key risk owners and 
responsible officers and are a means of efficiently capturing the detail on risks in these 
sessions so that they can form the new registers to be input onto the new module (as 3.5 
below). 

3.5 The Internal Audit Team procured an audit management system during 2020 which was 
implemented to improve the recording and efficiency of audit processes. This system includes 
a risk management module which was not activated at the time.  A request to activate this 
module was approved in late 2020 and this module is being configured and activated, by April.  
The module will have the dual benefit of improving the linkage between internal audit and risk 
work but also will become the holder of the Council’s risk registers and will be updated and 
overseen by the Risk and Resilience Manager.  The module will facilitate the generation of 
reports on risks at various levels and hold detailed profiles, mitigation controls and planned 
actions for each risk.

4. Points to Note within the new Policy

4.1 The new framework proposes a 5 by 5 matrix to replace the existing scoring. Therefore, any 
existing risk to be rolled forward from the existing system will require re-scoring. The Interim 
Head of Audit and Risk and the Risk and Resilience Manager are raising this with risk owners 
via a series of risk workshops that are being carried out during February and March.

4.2 The Strategy includes a brief statement on risk appetite as appetite will differ according to each 
risk and opportunity.  The current risk appetite in the Policy provides some flexibility but there 
is scope to be more defined e.g. by stating, for example, that no opportunities will be embarked 
upon unless the associated risk score can be reduced to a certain level.  The appetite will be 
kept under review as the framework is embedded and adapted as appropriate.

4.3 The Policy and Strategy proposes that a Governance Group be established which covers 
several assurance streams, including risk management. This officer group will be chaired by an 
Executive Director and be attended by key risk owners from each directorate with 
representation from Audit and Risk. Each directorate will regularly review their risks within their 
DMT meetings.

4.4 Reports on risk generated from the new module can be timetabled to be provided as part of the 
performance reporting regime. This has been discussed with the Performance, Strategy and 
Information Manager.

5. Risk Assurance

5.1 Internal audit will play a key role in providing assurance to DMTs and ELT on the effectiveness 
of risk management arrangements. The future application of audit resource will be reviewed to 



ensure that the Plan focuses on the Council’s key risks and priorities.  The Internal Audit Plan 
will be structured so that it demonstrates how each assignment or area of work links to a 
strategic risk or Council priority.

5.2 Future audit plans will ensure that all strategic risks receive some level of assurance cover 
during the financial year, considering other sources of assurance. An assurance map is being 
compiled to identify the existing sources of assurance (to prevent duplication from Internal 
Audit).  Once compiled, this assurance map will be used for regular assurance reporting to 
both ELT and the Audit & Governance Committee and will link into the risk registers.

5.3 Various reports on risk will be provided throughout the year to DMTs, ELT, the Governance 
Group and to the Audit and Governance Committee.

6. Recommendations for Decision

Audit & Governance Committee is recommended to:

i) Consider the proposed new Risk and Opportunity Management Framework, the 
associated scoring mechanism and other proposals as outlined in this report. 

ii) Recommend the approval of the Risk and Opportunity Management Policy.

7. Purpose of this Report

7.1 The purpose of this report is to present the revised Risk and Opportunity Management Policy 
Framework and the proposed approach to risk governance and assurance going forward. 

8. Background /Reasons for the recommendations

8.1 The pandemic has had a fundamental impact on the working environment with a radical shift to 
agile working and an increased reliance on technology to enable this new environment. As the 
Council progresses its own transformation, it is an opportunity for the Council’s risk and audit 
service to re-define what it does and how it works and to engage a more responsive risk 
assessment and planning process that contributes to critical assurance by helping advise 
DMTs and ELT on the risk and controls environment as well as helping to identify emerging 
risks.

9. Community Impact Assessment

None

10 Consideration of Alternatives

None

11 Conclusions

11.1 A revised Risk and Opportunity Management Framework is required to support the Council in 
managing the risks to its priorities.  Effective risk management can have a positive impact on 
an organisation’s success.

12. Implications



12.1 Legal Implications 

Risk management contributes to the effective management of the Council’s regulatory and 
legal risks.

12.2 Social Value 

Internal Audit & Risk performs work that aims to supports the Council’s overall vision and 
objectives by promoting integrity and probity.

12.3. Sustainability and Environment 

Whilst there are no direct implications from this report, elements of Internal Audit and Risk 
work may consider the effectiveness of the Council’s arrangements for managing climate risks.

12.4 Health and Wellbeing 

Whilst there are no direct implications form this report, the work carried out by Internal Audit 
and Risk contributes to the effective management of the Council’s health and safety risks. 

12.5 Equality and Human Rights 

Whilst there are no direct implications form this report, the work carried out by Internal Audit 
and Risk contributes to the effective management of the Council’s risks associated with 
equalities and diversity.

12.6 Customers and Resident 

Risk management helps provide assurance that the Council is using its resources in an 
effective, economic, and efficient way.  

12.7 Asset and Property 

Whilst there are no direct implications form this report, the work carried out by Internal Audit 
and Risk contributes to the effective management of assets and property.

12.8 Staffing and Human Resource 

Internal Audit and Risk work contributes to the effective management of employment related 
risks.

12.9 Risks 

Failure to have an effective risk and opportunity management policy could reduce the Council’s 
ability to successfully mitigate the risks to achieving its vision.  It could lead to the Council 
being unnecessarily risk averse when assessing opportunities.

12.10 Finance 

Whilst there are no direct implications form this report, the work of Internal Audit and Risk 
contributes to the effective management of finance related risks.

13. Background papers



13.1 None

14. Appendices

14.1 Appendix A – Draft Risk and Opportunity Management Policy


